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Agenda
+ Evolution of MFA Phishing

+ Why detection is hard
+ Enhancing auth data with DNS

+ We did some ML and it kind of worked
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Phishing and its 
Even Eviler Twin
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User Adversary

Username: jonsmith
Password: TSwiftLover$$

046 961
Username: jonsmith
Password: TSwiftLover$$

Ok, go talk 
to Duo

OK, all 
clear!
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But I used MFA!

As long as I never 
use a passcode 
again, I’m fine, 

right?
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Enter…

MFA Bypass 
Phishing
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Spoiler, it won’t help!

But you said we aren’t 
using passcodes anymore!
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200 OK200 OK

Send me a Push!
Send him a Push

200 OK200 OK

Here are some cookies!

But I didn’t use a 
passcode!!!
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Is a new IP actually meaningful?

12.34.56.78
12.34.56.87

12.34.56.65
12.34.56.42

176.34.56.42

176.34.56.32 176.34.56.73

176.34.56.18 23.54.31.11

23.54.31.12 23.54.31.13

23.54.31.28 65.154.31.28

65.154.31.29

65.154.31.31

65.154.31.30

176.34.56.30
23.54.31.43

4.5 unique ASNs

18 unique IPs

In 2 weeks, the 
average user uses…
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evilginx server
hosted on 1.2.3.4

“Click here to see changes 
to your compensation plan”

login.duo-secuurity.net

1.2.3.4 is the IP the server sees, and 
somewhere in DNS, there is a record.

login.duo-secuurity.net -> 1.2.3.4
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Source IP = 1.2.3.4
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“Click here to see changes 
to your compensation plan”

get login.duo-secuurity.net get login.duo-security.com

evilginx server
hosted on 1.2.3.4

Source IP = 1.2.3.4
… 1.2.3.4 maps to 

login.duo-secuurity.net!
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Enhance!

DNS Query Data
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Farsight DNS Query Data
Record Type Key Value First seen Last seen
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Farsight DNS Query Data
Record Type Key Value First seen Last seen
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Farsight

Auths

There was an 
authentication last 
month from IP 1.3. 
That matches to 

s1ack[.]com. We can 
flag that as a phishing 

site!*

List of 
domains
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This auth matches 
an attack signature! 

Dataset of 
phishing 
attempts

List of 
domains

Detect 
attack 

signature
s

New 
Authentication

At time of auth

Farsight

Auths
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Microsoft
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Uni Tools
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STARBURKX
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All auth data in 
2023 was pulled

Auths through 
phish domain IPs 
were labeled 
malicious

For impacted users…
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All auth data in 
2023 was pulled

Auths through 
phish domain IPs 
were labeled 
malicious

77 malicious 

12,561 benign

For impacted users…
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+ p(access IP country)
+ p(access IP state)
+ p(ASN + application)
+ p(MFA factor + application)
+ p(OS + application)

Rolling Per-User Features
Probabilities generated by observing the 90 days of auths prior to current auth 
being evaluated
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+ p(access IP country)
+ p(access IP state)
+ p(ASN + application)
+ p(MFA factor + application)
+ p(OS + application)
+ ASN had changed since prior auth
+ Whether ASN and IP are novel within org’s 

authentications
+ Whether IP has been seen in a different org’s 

authentications in 24 hrs prior
+ Distance between auth and prior auth
+ Mean distance between auth and prior 10 

Rolling Per-User Features
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Because this is an ML 
conference…
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…Yet!

Good news, a perfect 
classifier isn’t the goal
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Collect threat 
signals

Apply to 
historical 

authentications

Train and test 
threat classifiers

Detect threats in 
real time
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We didn’t fail at classification, 
we found a repeatable way to 
find more threat signals!
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Collect 
threat 
signals

Apply to 
historical 

authentications

Train and test 
threat classifiers

Detect threats in 
real time

What’s next? TPs from 
rule-based 
detectionsTPs from 

domain-driven 
proxy 

detection

Intelligence 
from Talos 

threat 
research
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Questions?


