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ADVERSARIAL ATTACKS
“Egyptian Cat” 28% “Traffic Light” 97%



ADVERSARIAL ATTACKS

Wu, Lim, Davis, G.  "Building an invisibility cloak"

Yolov2 Object Detections





“[The Cloak] looks like a baggy sweatshirt…
with garish colors in formless shapes.”



“[The Cloak] looks like a baggy sweatshirt…
with garish colors in formless shapes.”



“This hideous jumper makes Professor Goldstein invisible…

“[The Cloak] looks like a baggy sweatshirt…
with garish colors in formless shapes.”
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“[The Cloak] looks like a baggy sweatshirt…
with garish colors in formless shapes.”

…to the fashion curators at Vogue.”



How far can these attacks go?

VS
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MILD DENOISING

Pure noise
Behold!

An image!



EXTREME DENOISING

Pure noise
Behold!

An image!



Diffusion sampling

Rinse and repeat

Pure noise blurring image

Add noise backLess blurry

Ho, Jain, Abeel 2020 Jolicoeur-Martineau et al, 2020 Song, Meng, Ermon, 2020



SECURITY QUESTION

Do diffusion models leak training data?

Copyrighted info

Personal photos

etc…

Creative assets



Whole-image
memorization

What other sorts of 
copying are there?



SYNTHETIC DATASET

original “segmix”



generated training data

“New Orleans House Galaxy Case” “iPhone Cover - Viking - EURO Trailer” 

Partial copy



generated training data

“Hill Country Castle by R Del Angel“ “Ben Hogan Portrait Golf Legend&quot 
(2014) by GinetteCallaway” 

Dissimilar captions



CAPTION SOURCE

“Hill Country Castle 
by R Del Angel”



GENERATION

“Hill Country Castle 
by R Del Angel”



DATASET MATCH

“Hill Country Castle 
by R Del Angel”

“Ben Hogan Portrait 
Golf Legend&quot 

(2014) by 
GinetteCallaway”



generated training data



CAN THIS HAPPEN BY ACCIDENT?
generated training data



CAN THIS HAPPEN BY ACCIDENT?



RECONSTRUCTIVE MEMORY?



RECONSTRUCTIVE MEMORY?

generatedtraining data



LEGAL IMPLICATIONS?



What does adversarial ML have to say about security 
for generative AI?

Passive data leaks

Active data leaks

Adversarial attacks

Harm mitigation via watermarking



FEDERATED LEARNING

GBoard Predictive text

Image recognition API

App monitoring
& marketing data



WHAT’S FEDERATED 
LEARNING?

Figure stolen from ai.googleblog.com/2017/04/federated-learning-collaborative.html

Cloud

Model
SGD

Local
 models



IS IT PRIVATE?

Figure stolen from https://federated.withgoogle.com/



A BIG LEAK

An “analytic attack”



BIG SECURITY LEAK: LINEAR LAYERS

<latexit sha1_base64="Fr9RIjSnVwKgzTbJdHI4kvn8Ysw=">AAAB9XicbVC7TsMwFL0pr1JeBUYWiwqpLFWCqsJYwcLAUCT6kNpQOa7TWnWcyHZAJep/sDCAECv/wsbf4LQZoOVIlo7OuVf3+HgRZ0rb9reVW1ldW9/Ibxa2tnd294r7By0VxpLQJgl5KDseVpQzQZuaaU47kaQ48Dhte+Or1G8/UKlYKO70JKJugIeC+YxgbaT7XoD1iGCe3EzLT6f9Ysmu2DOgZeJkpAQZGv3iV28QkjigQhOOleo6dqTdBEvNCKfTQi9WNMJkjIe0a6jAAVVuMks9RSdGGSA/lOYJjWbq740EB0pNAs9MpinVopeK/3ndWPsXbsJEFGsqyPyQH3OkQ5RWgAZMUqL5xBBMJDNZERlhiYk2RRVMCc7il5dJ66zi1CrV22qpfpnVkYcjOIYyOHAOdbiGBjSBgIRneIU369F6sd6tj/lozsp2DuEPrM8fNOOSVA==</latexit>

L(z)<latexit sha1_base64="TBZnxgMQddDefrGlUPeW8+8qGHs=">AAAB73icbVBNSwMxEJ3Ur1q/qh69BIsgCGVXinoRil48VrAf0C4lm2bb0Gx2TbJiXfonvHhQxKt/x5v/xrTdg7Y+GHi8N8PMPD8WXBvH+Ua5peWV1bX8emFjc2t7p7i719BRoiir00hEquUTzQSXrG64EawVK0ZCX7CmP7ye+M0HpjSP5J0ZxcwLSV/ygFNirNR6wpe4+Xjid4slp+xMgReJm5ESZKh1i1+dXkSTkElDBdG67Tqx8VKiDKeCjQudRLOY0CHps7alkoRMe+n03jE+skoPB5GyJQ2eqr8nUhJqPQp92xkSM9Dz3kT8z2snJrjwUi7jxDBJZ4uCRGAT4cnzuMcVo0aMLCFUcXsrpgOiCDU2ooINwZ1/eZE0TsvuWblyWylVr7I48nAAh3AMLpxDFW6gBnWgIOAZXuEN3aMX9I4+Zq05lM3swx+gzx/DnI8m</latexit>z = Wx+ b
Linear layers Downstream loss

Fowl et al.  “Robbing the Fed.” 2021

Suppose the first layer is linear



BIG SECURITY LEAK: LINEAR LAYERS

<latexit sha1_base64="Fr9RIjSnVwKgzTbJdHI4kvn8Ysw=">AAAB9XicbVC7TsMwFL0pr1JeBUYWiwqpLFWCqsJYwcLAUCT6kNpQOa7TWnWcyHZAJep/sDCAECv/wsbf4LQZoOVIlo7OuVf3+HgRZ0rb9reVW1ldW9/Ibxa2tnd294r7By0VxpLQJgl5KDseVpQzQZuaaU47kaQ48Dhte+Or1G8/UKlYKO70JKJugIeC+YxgbaT7XoD1iGCe3EzLT6f9Ysmu2DOgZeJkpAQZGv3iV28QkjigQhOOleo6dqTdBEvNCKfTQi9WNMJkjIe0a6jAAVVuMks9RSdGGSA/lOYJjWbq740EB0pNAs9MpinVopeK/3ndWPsXbsJEFGsqyPyQH3OkQ5RWgAZMUqL5xBBMJDNZERlhiYk2RRVMCc7il5dJ66zi1CrV22qpfpnVkYcjOIYyOHAOdbiGBjSBgIRneIU369F6sd6tj/lozsp2DuEPrM8fNOOSVA==</latexit>

L(z)<latexit sha1_base64="TBZnxgMQddDefrGlUPeW8+8qGHs=">AAAB73icbVBNSwMxEJ3Ur1q/qh69BIsgCGVXinoRil48VrAf0C4lm2bb0Gx2TbJiXfonvHhQxKt/x5v/xrTdg7Y+GHi8N8PMPD8WXBvH+Ua5peWV1bX8emFjc2t7p7i719BRoiir00hEquUTzQSXrG64EawVK0ZCX7CmP7ye+M0HpjSP5J0ZxcwLSV/ygFNirNR6wpe4+Xjid4slp+xMgReJm5ESZKh1i1+dXkSTkElDBdG67Tqx8VKiDKeCjQudRLOY0CHps7alkoRMe+n03jE+skoPB5GyJQ2eqr8nUhJqPQp92xkSM9Dz3kT8z2snJrjwUi7jxDBJZ4uCRGAT4cnzuMcVo0aMLCFUcXsrpgOiCDU2ooINwZ1/eZE0TsvuWblyWylVr7I48nAAh3AMLpxDFW6gBnWgIOAZXuEN3aMX9I4+Zq05lM3swx+gzx/DnI8m</latexit>z = Wx+ b
Linear layers Downstream loss

Fowl et al.  “Robbing the Fed.” 2021



BIG SECURITY LEAK: LINEAR LAYERS

<latexit sha1_base64="Fr9RIjSnVwKgzTbJdHI4kvn8Ysw=">AAAB9XicbVC7TsMwFL0pr1JeBUYWiwqpLFWCqsJYwcLAUCT6kNpQOa7TWnWcyHZAJep/sDCAECv/wsbf4LQZoOVIlo7OuVf3+HgRZ0rb9reVW1ldW9/Ibxa2tnd294r7By0VxpLQJgl5KDseVpQzQZuaaU47kaQ48Dhte+Or1G8/UKlYKO70JKJugIeC+YxgbaT7XoD1iGCe3EzLT6f9Ysmu2DOgZeJkpAQZGv3iV28QkjigQhOOleo6dqTdBEvNCKfTQi9WNMJkjIe0a6jAAVVuMks9RSdGGSA/lOYJjWbq740EB0pNAs9MpinVopeK/3ndWPsXbsJEFGsqyPyQH3OkQ5RWgAZMUqL5xBBMJDNZERlhiYk2RRVMCc7il5dJ66zi1CrV22qpfpnVkYcjOIYyOHAOdbiGBjSBgIRneIU369F6sd6tj/lozsp2DuEPrM8fNOOSVA==</latexit>

L(z)<latexit sha1_base64="TBZnxgMQddDefrGlUPeW8+8qGHs=">AAAB73icbVBNSwMxEJ3Ur1q/qh69BIsgCGVXinoRil48VrAf0C4lm2bb0Gx2TbJiXfonvHhQxKt/x5v/xrTdg7Y+GHi8N8PMPD8WXBvH+Ua5peWV1bX8emFjc2t7p7i719BRoiir00hEquUTzQSXrG64EawVK0ZCX7CmP7ye+M0HpjSP5J0ZxcwLSV/ygFNirNR6wpe4+Xjid4slp+xMgReJm5ESZKh1i1+dXkSTkElDBdG67Tqx8VKiDKeCjQudRLOY0CHps7alkoRMe+n03jE+skoPB5GyJQ2eqr8nUhJqPQp92xkSM9Dz3kT8z2snJrjwUi7jxDBJZ4uCRGAT4cnzuMcVo0aMLCFUcXsrpgOiCDU2ooINwZ1/eZE0TsvuWblyWylVr7I48nAAh3AMLpxDFW6gBnWgIOAZXuEN3aMX9I4+Zq05lM3swx+gzx/DnI8m</latexit>z = Wx+ b
Linear layers Downstream loss

<latexit sha1_base64="CELehrgNerlwBsXVqhH6JiT4+bA=">AAACF3icbZC7SgNBFIZnvcZ4W7W0GQxCbMKuBLURgjYWFhHMBbIhnJ1MkiGzs8vMrJgseQsbX8XGQhFb7XwbJ8kWMfGHgZ/vnMOc8/sRZ0o7zo+1tLyyurae2chubm3v7Np7+1UVxpLQCgl5KOs+KMqZoBXNNKf1SFIIfE5rfv96XK89UKlYKO71IKLNALqCdRgBbVDLLngCfA6tGvYC0D0CPLkdXWKc4uEMzQ9PHlt2zik4E+FF46Ymh1KVW/a31w5JHFChCQelGq4T6WYCUjPC6SjrxYpGQPrQpQ1jBQRUNZPJXSN8bEgbd0JpntB4QmcnEgiUGgS+6RyvqeZrY/hfrRHrzkUzYSKKNRVk+lEn5liHeBwSbjNJieYDY4BIZnbFpAcSiDZRZk0I7vzJi6Z6WnDPCsW7Yq50lcaRQYfoCOWRi85RCd2gMqoggp7QC3pD79az9Wp9WJ/T1iUrnTlAf2R9/QKaAp+X</latexit>

rWL = rzL(z)x
Parameter gradients

Fowl et al.  “Robbing the Fed.” 2021



BIG SECURITY LEAK: LINEAR LAYERS

<latexit sha1_base64="Fr9RIjSnVwKgzTbJdHI4kvn8Ysw=">AAAB9XicbVC7TsMwFL0pr1JeBUYWiwqpLFWCqsJYwcLAUCT6kNpQOa7TWnWcyHZAJep/sDCAECv/wsbf4LQZoOVIlo7OuVf3+HgRZ0rb9reVW1ldW9/Ibxa2tnd294r7By0VxpLQJgl5KDseVpQzQZuaaU47kaQ48Dhte+Or1G8/UKlYKO70JKJugIeC+YxgbaT7XoD1iGCe3EzLT6f9Ysmu2DOgZeJkpAQZGv3iV28QkjigQhOOleo6dqTdBEvNCKfTQi9WNMJkjIe0a6jAAVVuMks9RSdGGSA/lOYJjWbq740EB0pNAs9MpinVopeK/3ndWPsXbsJEFGsqyPyQH3OkQ5RWgAZMUqL5xBBMJDNZERlhiYk2RRVMCc7il5dJ66zi1CrV22qpfpnVkYcjOIYyOHAOdbiGBjSBgIRneIU369F6sd6tj/lozsp2DuEPrM8fNOOSVA==</latexit>

L(z)<latexit sha1_base64="TBZnxgMQddDefrGlUPeW8+8qGHs=">AAAB73icbVBNSwMxEJ3Ur1q/qh69BIsgCGVXinoRil48VrAf0C4lm2bb0Gx2TbJiXfonvHhQxKt/x5v/xrTdg7Y+GHi8N8PMPD8WXBvH+Ua5peWV1bX8emFjc2t7p7i719BRoiir00hEquUTzQSXrG64EawVK0ZCX7CmP7ye+M0HpjSP5J0ZxcwLSV/ygFNirNR6wpe4+Xjid4slp+xMgReJm5ESZKh1i1+dXkSTkElDBdG67Tqx8VKiDKeCjQudRLOY0CHps7alkoRMe+n03jE+skoPB5GyJQ2eqr8nUhJqPQp92xkSM9Dz3kT8z2snJrjwUi7jxDBJZ4uCRGAT4cnzuMcVo0aMLCFUcXsrpgOiCDU2ooINwZ1/eZE0TsvuWblyWylVr7I48nAAh3AMLpxDFW6gBnWgIOAZXuEN3aMX9I4+Zq05lM3swx+gzx/DnI8m</latexit>z = Wx+ b
Linear layers Downstream loss

<latexit sha1_base64="dkcu7gQT4eJCzLREMztf3BZ80Hw=">AAACFnicbZC7SgNBFIZnvcZ4i1raDAYhFoZdCWojBG0sLCKYC2SXcHYySYbMzi4zs0Ky5ClsfBUbC0Vsxc63cZJsERN/GPj5zjnMOb8fcaa0bf9YS8srq2vrmY3s5tb2zm5ub7+mwlgSWiUhD2XDB0U5E7Sqmea0EUkKgc9p3e/fjOv1RyoVC8WDHkTUC6ArWIcR0Aa1cqeuAJ9Dy8duALpHgCd3oyuMUzycoYXhSSuXt4v2RHjROKnJo1SVVu7bbYckDqjQhINSTceOtJeA1IxwOsq6saIRkD50adNYAQFVXjI5a4SPDWnjTijNExpP6OxEAoFSg8A3neMt1XxtDP+rNWPdufQSJqJYU0GmH3VijnWIxxnhNpOUaD4wBohkZldMeiCBaJNk1oTgzJ+8aGpnRee8WLov5cvXaRwZdIiOUAE56AKV0S2qoCoi6Am9oDf0bj1br9aH9TltXbLSmQP0R9bXL8BcnyA=</latexit>

rbL = rzL(z)

<latexit sha1_base64="CELehrgNerlwBsXVqhH6JiT4+bA=">AAACF3icbZC7SgNBFIZnvcZ4W7W0GQxCbMKuBLURgjYWFhHMBbIhnJ1MkiGzs8vMrJgseQsbX8XGQhFb7XwbJ8kWMfGHgZ/vnMOc8/sRZ0o7zo+1tLyyurae2chubm3v7Np7+1UVxpLQCgl5KOs+KMqZoBXNNKf1SFIIfE5rfv96XK89UKlYKO71IKLNALqCdRgBbVDLLngCfA6tGvYC0D0CPLkdXWKc4uEMzQ9PHlt2zik4E+FF46Ymh1KVW/a31w5JHFChCQelGq4T6WYCUjPC6SjrxYpGQPrQpQ1jBQRUNZPJXSN8bEgbd0JpntB4QmcnEgiUGgS+6RyvqeZrY/hfrRHrzkUzYSKKNRVk+lEn5liHeBwSbjNJieYDY4BIZnbFpAcSiDZRZk0I7vzJi6Z6WnDPCsW7Yq50lcaRQYfoCOWRi85RCd2gMqoggp7QC3pD79az9Wp9WJ/T1iUrnTlAf2R9/QKaAp+X</latexit>

rWL = rzL(z)x
Parameter gradients

Fowl et al.  “Robbing the Fed.” 2021



BIG SECURITY LEAK: LINEAR LAYERS
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L(z)<latexit sha1_base64="TBZnxgMQddDefrGlUPeW8+8qGHs=">AAAB73icbVBNSwMxEJ3Ur1q/qh69BIsgCGVXinoRil48VrAf0C4lm2bb0Gx2TbJiXfonvHhQxKt/x5v/xrTdg7Y+GHi8N8PMPD8WXBvH+Ua5peWV1bX8emFjc2t7p7i719BRoiir00hEquUTzQSXrG64EawVK0ZCX7CmP7ye+M0HpjSP5J0ZxcwLSV/ygFNirNR6wpe4+Xjid4slp+xMgReJm5ESZKh1i1+dXkSTkElDBdG67Tqx8VKiDKeCjQudRLOY0CHps7alkoRMe+n03jE+skoPB5GyJQ2eqr8nUhJqPQp92xkSM9Dz3kT8z2snJrjwUi7jxDBJZ4uCRGAT4cnzuMcVo0aMLCFUcXsrpgOiCDU2ooINwZ1/eZE0TsvuWblyWylVr7I48nAAh3AMLpxDFW6gBnWgIOAZXuEN3aMX9I4+Zq05lM3swx+gzx/DnI8m</latexit>z = Wx+ b
Linear layers Downstream loss

<latexit sha1_base64="dkcu7gQT4eJCzLREMztf3BZ80Hw=">AAACFnicbZC7SgNBFIZnvcZ4i1raDAYhFoZdCWojBG0sLCKYC2SXcHYySYbMzi4zs0Ky5ClsfBUbC0Vsxc63cZJsERN/GPj5zjnMOb8fcaa0bf9YS8srq2vrmY3s5tb2zm5ub7+mwlgSWiUhD2XDB0U5E7Sqmea0EUkKgc9p3e/fjOv1RyoVC8WDHkTUC6ArWIcR0Aa1cqeuAJ9Dy8duALpHgCd3oyuMUzycoYXhSSuXt4v2RHjROKnJo1SVVu7bbYckDqjQhINSTceOtJeA1IxwOsq6saIRkD50adNYAQFVXjI5a4SPDWnjTijNExpP6OxEAoFSg8A3neMt1XxtDP+rNWPdufQSJqJYU0GmH3VijnWIxxnhNpOUaD4wBohkZldMeiCBaJNk1oTgzJ+8aGpnRee8WLov5cvXaRwZdIiOUAE56AKV0S2qoCoi6Am9oDf0bj1br9aH9TltXbLSmQP0R9bXL8BcnyA=</latexit>

rbL = rzL(z)

<latexit sha1_base64="CELehrgNerlwBsXVqhH6JiT4+bA=">AAACF3icbZC7SgNBFIZnvcZ4W7W0GQxCbMKuBLURgjYWFhHMBbIhnJ1MkiGzs8vMrJgseQsbX8XGQhFb7XwbJ8kWMfGHgZ/vnMOc8/sRZ0o7zo+1tLyyurae2chubm3v7Np7+1UVxpLQCgl5KOs+KMqZoBXNNKf1SFIIfE5rfv96XK89UKlYKO71IKLNALqCdRgBbVDLLngCfA6tGvYC0D0CPLkdXWKc4uEMzQ9PHlt2zik4E+FF46Ymh1KVW/a31w5JHFChCQelGq4T6WYCUjPC6SjrxYpGQPrQpQ1jBQRUNZPJXSN8bEgbd0JpntB4QmcnEgiUGgS+6RyvqeZrY/hfrRHrzkUzYSKKNRVk+lEn5liHeBwSbjNJieYDY4BIZnbFpAcSiDZRZk0I7vzJi6Z6WnDPCsW7Yq50lcaRQYfoCOWRi85RCd2gMqoggp7QC3pD79az9Wp9WJ/T1iUrnTlAf2R9/QKaAp+X</latexit>

rWL = rzL(z)x
Parameter gradients

<latexit sha1_base64="M6hvDmi20kpWIzfqiQERrIz4u6I=">AAACGXicbZDLSsNAFIYnXmu9VV26GSyCq5pIUTdC0Y0LFxXsBZpQTqaTduhkEmYmYgl9DTe+ihsXirjUlW/jpK1gW38Y+PnOOcw5vx9zprRtf1sLi0vLK6u5tfz6xubWdmFnt66iRBJaIxGPZNMHRTkTtKaZ5rQZSwqhz2nD719l9cY9lYpF4k4PYuqF0BUsYAS0Qe2C/YAvsCvA59BuYDcE3SPA05shPv7F/hRuF4p2yR4JzxtnYopoomq78Ol2IpKEVGjCQamWY8faS0FqRjgd5t1E0RhIH7q0ZayAkCovHV02xIeGdHAQSfOExiP6dyKFUKlB6JvObEc1W8vgf7VWooNzL2UiTjQVZPxRkHCsI5zFhDtMUqL5wBggkpldMemBBKJNmHkTgjN78rypn5Sc01L5tlysXE7iyKF9dICOkIPOUAVdoyqqIYIe0TN6RW/Wk/VivVsf49YFazKzh6Zkff0Amy+fdw==</latexit>

x = rWL/rbL
Uh oh.

Fowl et al.  “Robbing the Fed.” 2021



EXAMPLE
batch size 16K

Original Imprinted

Fowl et al.  “Robbing the Fed.” 2021



But what about text?

“Decepticons: Corrupted Transformers Breach Privacy in Federated Learning for Language Models”

Decepticons?



“ANALYTIC” 
ATTACK



“ANALYTIC” 
ATTACK

Additive positional encoding

Cross attention



Text transformers

“Decepticons: Corrupted Transformers Breach Privacy in Federated Learning for Language Models”
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Text transformers

“Decepticons: Corrupted Transformers Breach Privacy in Federated Learning for Language Models”
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Text transformers

“Decepticons: Corrupted Transformers Breach Privacy in Federated Learning for Language Models”
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Text transformers

“Decepticons: Corrupted Transformers Breach Privacy in Federated Learning for Language Models”
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“Decepticons: Corrupted Transformers Breach Privacy in Federated Learning for Language Models”
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Attack





What does adversarial ML have to say about security 
for generative AI?

Passive data leaks

Active data leaks

Adversarial attacks

Harm mitigation via watermarking



Legal Repurcussion

Steve McCurry sues Midjourney over 
reproductions of Afghan Girl  

Midjourney responds by blocking the word 
“Afghan”





Quantization operator

Embedding space

x

Q[x]

Cat

Toaster

Capybara

Bike

Motorcycle

Rocket

Scooter



HOW TO LEARN DISCRETE TEXT?

min f(x)

I want text that minimizes…

CLIP(x, )e.g.



HOW TO LEARN DISCRETE TEXT?

min f(x)

I want text that minimizes…

CLIP(x, )e.g.

QNN[Hubara, arXiv’16]   XNOR-Net [Rastegar, ECCV’16] 
DoReFA-Net [Zhou, arXiv’16] and etc…popular for quantized nets

PEZ Optimizer

xk+1 = xk − ∇f(Q[xk])

Convergence theory:      Training Quantized Nets: A Deeper Understanding, NeurIPS 2017



Original



Original Synthetic



Adversarial attacks on text?



An adversarial attacks on MidJourney

Steve McCurry sues Midjourney over 
reproductions of Afghan Girl  

Midjourney responds by blocking the word 
“Afghan”



An adversarial attacks on MidJourney

Afghan

gasp antioxidgirl 
portraitconventions 

humanrightsmigrants Taliban
massachcaliforkabul paprika 
alecoscino awx refugee girl

Bigekubrick djunypdpakitani girl 
appalachvarun



An adversarial attacks on MidJourney

Afghan Taliban

gasp antioxidgirl 
portraitconventions 

humanrightsmigrants Taliban
massachcaliforkabul paprika 
alecoscino awx refugee girl

Bigekubrick djunypdpakitani girl 
appalachvarun



An adversarial attacks on MidJourney

Afghan Taliban Refugee

gasp antioxidgirl 
portraitconventions 

humanrightsmigrants Taliban
massachcaliforkabul paprika 
alecoscino awx refugee girl

Bigekubrick djunypdpakitani girl 
appalachvarun



Attacks on LLMs?



What does adversarial ML have to say about security 
for generative AI?

Passive data leaks

Active data leaks

Adversarial attacks

Harm mitigation via watermarking



SECURITY PROBLEMS CAUSED 
BY LLM ABUSE











Obvious LLM abuse on platforms



Promote conspiracy theories?

Election manipulation?







COULD WATERMARKING 
WORK?

Prompt 

— minimal marginal probability for a detection 
attempt. 

— Good speech frequency and energy rate 
reduction.

— messages indiscernible to humans. 

— easy for humans to verify.

The watermark detection algorithm can be made 
public […] or it can be kept private and run 
behind an API. We seek a watermark with the 
following properties:

Generated Text (OPT-6.7B)
23 words

Detected with
99.999999999994%



My chinchilla feels ?

happy

sad

livid

pekish

wistful

Vocabulary

Language
Model

Next word

sarcastic

obstinate

Language model sampling



My chinchilla feels pekish

happy

sad

livid

pekish

wistful

Vocabulary

Language
Model

sarcastic

obstinate

logits

1

-1

2

3

.5

1.2

-3

Language model sampling



1

-1

2

3

.5

1.2

-3

My chinchilla feels ?

happy

sad

livid

pekish

wistful

Vocabulary

Language
Model

Next word

sarcastic

obstinate

logits

random 
number 

generator
seed

Watermarked sampling

Kirchenbauer et. al. “A Watermark for Large Language Models,” 2023



My chinchilla feels

happy

sad

livid

pekish

wistful

Vocabulary

Language
Model

sarcastic

obstinate

1

-1

2

3

.5

logits

1.2

-3

δ+

δ+

δ+

livid

Watermarked sampling

Kirchenbauer et. al. “A Watermark for Large Language Models,” 2023



EXAMPLE

- minimal marginal probability for a 
detection attempt.  

- Good speech frequency and 
energy rate reduction. 

- messages indiscernible to 
humans.  

- easy for humans to verify.

Generated Text (OPT-6.7B)

1/4 of the vocabulary is green

There are 36 tokens

A human should use 9 2.6 greens±

This text has 28 green tokens

This happens with probability
0.00000000000006

P-value





WRAP UP
Security for generative AI is the wild west

We don’t understand the dataset risks
We don’t understand behavioral risks
We don’t understand the legal risk

… But security leaks are not inevitable: Carefully 
designed systems can avoid many known exploits

Hiding the training data does not mean models don’t 
leak information!

Adversarial attacks/defenses may be realistic?
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Wu, Lim, Davis, Goldstein

Building an invisibility cloak

Fowl, Geiping, Czaja, Goldblum, Goldstein
Robbing the Fed: Directly Obtaining Private Data in Federated Learning 

with Modified Models

Wen, Geiping, Fowl, Goldblum, Goldstein
Fishing for user data in large-batch federated learning via gradient 

magnification

Fowl, Geiping, Reich, Wen, Czaja, Goldblum, Goldstein
Decepticons: Corrupted Transformers Breach Privacy in Federated Learning 

for Language Models

Somepalli, Sigla, Goldblum, Geiping, Goldstein
Diffusion Art or Digital Forgery? Investigating Data Replication in Diffusion 

Models

Somepalli, Singla, Goldblum, Geiping, Goldstein
Understanding and Mitigating Copying in Diffusion Models


