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TL;DR

• New cybersecurity dataset for anomaly detection benchmarking

• Over 8 million data points

• Modern host activity and attacks (in the Cloud!)

• Fully labelled (by hand)

• Each host contains benign activity and at most a single attack


• Constrained vulnerability during data collection for accessibility and control over noise

• Ideal for behavioral analysis and other research tasks


• Further data is currently being collected

• Benchmarking conducted using:


• Robust Covariance [Rousseuw, 1984]

• One-Class SVM [Schölkopf et al., 2001]

• Isolation Forest [Liu et al., 2008]

• VAE [Kingma & Welling, 2013] + DoSE-SVM [Morningstar, et al. 2021]
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The Problem

3



Unsupervised Anomaly Detection
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Machine Learning Datasets
For Unsupervised Anomaly Detection
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Machine Learning Datasets
For (Unsupervised) Anomaly Detection
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Hendrycks & Dietterich, 2019



Machine Learning Datasets
For (Unsupervised) Anomaly Detection in cyber security

DARPA 1998/1999

KDD 1999

ISCX IDS 2012

NSL-KDD (2009)
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Machine Learning Datasets
Ideal for ML experts while relevant for cyber security
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Machine Learning Datasets
for cyber security

1111

Size Includes  
Kernel Traffic Real Live Traffic Limited User 

Activity
Simple Network 

Environment Cloud

DARPA 
1998/1999 Not Stated

KDD 1999 7+ million 
records

NSL-KDD (2009) ~2 million 
records

ISCX IDS 2012 ~2 million and 

~81.1G of pcaps



We need new data.
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What is a Honeypot?
A pleasant looking trap for unpleasant people
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What is a Honeypot?
A pleasant looking trap for unpleasant people



BETH
BPF-Extended Tracking Honeypot
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BETH
BPF-Extended Tracking Honeypot

To be continued…
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Network ActivityKernel-level 

Process Calls
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Tracking inside and out
Honeypot Tracking
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Single instances in the Cloud
Honeypot Tracking



The Data
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Machine Learning Datasets
Ideal for ML experts while relevant for cyber security
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Machine Learning Datasets
For Anomaly Detection for cyber security
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Size Includes  
Kernel Traffic Real Live Traffic Limited User 

Activity
Simple Network 

Environment Cloud

DARPA 
1998/1999 Not Stated

KDD 1999 7+ million 
records

NSL-KDD (2009) ~2 million 
records

ISCX IDS 2012 ~2 million and 

~81.1G of pcaps

BETH 8+ million 
records*

*We are currently recording more data from our honeypots and will add them to the dataset for public use



BETH Dataset
Logs from the BETH, kernel and network… but mostly kernel
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Benign data = not evil, maybe sus

Malicious data = evil and sus



BETH Dataset
DNS (Network) logs
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! Not all process call logs have corresponding DNS logs… !

Currently extending this to provide full PCAP :)



Benchmarks
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BETH Dataset Statistics
Training, Validation, and Testing Benchmarks
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BETH Dataset Statistics
Training, Validation, and Testing Benchmarks
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Benchmarks
Unsupervised Anomaly Detection Methods
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Robust Covariance One-Class SVM

Isolation Forest VAE + DoSE (SVM)



Benchmarks
Unsupervised Anomaly Detection Methods
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Robust Covariance One-Class SVM

Isolation Forest VAE + DoSE (SVM)



Future Work
For me and you!
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More data!

Benchmark more unsupervised 
anomaly detection methods

Full PCAPS! Profile attacker/malware’s 
behavior

Fingerprint Analysis

Graph analysis of process relationships 

to find malicious cliques?

Time series analysis of 
execution sequences to 
profile process names
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BETH Dataset
Logs from the BETH, kernel and network… but mostly kernel

40

timestamp,processId,parentProcessId,userId,processName,hostName,eventId,eventName,argsNum,returnValue,args,sus,evil

126.233491,1,0,0,systemd,ip-10-100-1-105,1005,security_file_open,4,0,"[{'name': 'pathname', 'type': 'const char*', 
'value': '/proc/384/cgroup'}, {'name': 'flags', 'type': 'unsigned long', 'value': 'O_RDONLY|O_LARGEFILE'}, {'name': 
'dev', 'type': 'dev_t', 'value': 5}, {'name': 'inode', 'type': 'unsigned long', 'value': 39481}]",0,0

126.233165,384,1,101,systemd-resolve,ip-10-100-1-105,41,socket,3,15,"[{'name': 'domain', 'type': 'int', 'value': 
'AF_UNIX'}, {'name': 'type', 'type': 'int', 'value': 'SOCK_DGRAM|SOCK_CLOEXEC'}, {'name': 'protocol', 'type': 
'int', 'value': 0}]",0,0

126.233559,1,0,0,systemd,ip-10-100-1-105,5,fstat,2,0,"[{'name': 'fd', 'type': 'int', 'value': 18}, {'name': 
'statbuf', 'type': 'struct stat*', 'value': '0x7FFF1D8D98F0'}]",0,0

126.233681,1,0,0,systemd,ip-10-100-1-105,3,close,1,0,"[{'name': 'fd', 'type': 'int', 'value': 18}]",0,0

126.233796,384,1,101,systemd-resolve,ip-10-100-1-105,3,close,1,0,"[{'name': 'fd', 'type': 'int', 'value': 15}]",0,0

126.23353,1,0,0,systemd,ip-10-100-1-105,257,openat,4,18,"[{'name': 'dirfd', 'type': 'int', 'value': -100}, {'name': 
'pathname', 'type': 'const char*', 'value': '/proc/384/cgroup'}, {'name': 'flags', 'type': 'unsigned long', 
'value': 'O_RDONLY|O_CLOEXEC'}, {'name': 'mode', 'type': 'int*', 'value': 1223040804}]",0,0

126.23389,384,1,101,systemd-resolve,ip-10-100-1-105,1005,security_file_open,4,0,"[{'name': 'pathname', 'type': 
'const char*', 'value': '/run/systemd/netif/links/5'}, {'name': 'flags', 'type': 'unsigned long', 'value': 
'O_RDONLY|O_LARGEFILE'}, {'name': 'dev', 'type': 'dev_t', 'value': 25}, {'name': 'inode', 'type': 'unsigned long', 
'value': 527}]",0,0

126.233959,384,1,101,systemd-resolve,ip-10-100-1-105,257,openat,4,15,"[{'name': 'dirfd', 'type': 'int', 'value': 
-100}, {'name': 'pathname', 'type': 'const char*', 'value': '/run/systemd/netif/links/5'}, {'name': 'flags', 
'type': 'unsigned long', 'value': 'O_RDONLY|O_CLOEXEC'}, {'name': 'mode', 'type': 'int*', 'value': 964865707}]",0,0

126.233996,384,1,101,systemd-resolve,ip-10-100-1-105,5,fstat,2,0,"[{'name': 'fd', 'type': 'int', 'value': 15}, 
{'name': 'statbuf', 'type': 'struct stat*', 'value': '0x7FFFB77D84D0'}]",0,0



BETH Dataset
DNS (Network) logs

41 Currently extending this to provide full PCAP :)

Timestamp,SourceIP,DestinationIP,DnsQuery,DnsAnswer,DnsAnswerTTL,DnsQueryNames,DnsQueryCl
ass,DnsQueryType,NumberOfAnswers,DnsResponseCode,DnsOpCode,SensorId,sus,evil

2021-05-16T17:13:14Z,10.100.1.95,10.100.0.2,ssm.us-east-2.amazonaws.com,,,ssm.us-
east-2.amazonaws.com,['IN'],['A'],0,0,0,ip-10-100-1-95,0,0

2021-05-16T17:13:14Z,10.100.0.2,10.100.1.95,ssm.us-east-2.amazonaws.com,[’52.95.19.240'],
['17'],ssm.us-east-2.amazonaws.com,['IN'],['A'],1,0,0,ip-10-100-1-95,0,0

2021-05-16T21:38:54Z,10.100.0.2,10.100.1.95,download.docker.com,"['99.86.61.59', 
'99.86.61.79', '99.86.61.24', '99.86.61.58']","['267', '45', '45', '45', 
'45']",download.docker.com,['IN'],['A'],5,0,0,ip-10-100-1-95,1,0

2021-05-16T21:02:51Z,10.100.0.2,10.100.1.4,motd.ubuntu.com,"['2a05:d018:91c:3200:2846:99f
b:81b6:1e11', '2a05:d018:91c:3200:c887:2f22:290f:a7c']","['210', '210']",motd.ubuntu.com,
['IN'],['AAAA'],2,0,0,ip-10-100-1-4,0,0

2021-05-16T21:08:29Z,10.100.1.105,10.100.0.2,pool.hashvault.pro,,,pool.hashvault.pro,
[‘IN'],['A'],0,0,0,ip-10-100-1-105,1,1

2021-05-16T21:38:54Z,10.100.1.95,10.100.0.2,security.ubuntu.com,,,security.ubuntu.com,
['IN'],['A'],0,0,0,ip-10-100-1-95,0,0


