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• Intrusion Detection Systems (IDSs) generate massive amounts of alerts 

• Infeasible for analysts to process and find related alerts
• Most existing approaches require training data built on expert knowledge

• Analysts are interested in specific signatures
• Want to understand their occurrence patterns

• What other signatures co-occur with them?  In what timing profile?

Cyber Defense From an Analyst’s Perspective
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Motivation

• Provide insight into alert occurrence patterns to analysts quickly
• Using only recent network alerts

• More informative aggregation

• Data driven co-occurrence discovery

Are these groups of alerts the same?  What are
the odds that these alerts would occur together?

Is there an effective, data
driven way to process 
Individual alert streams?
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CLEAR Temporal Actions 
• Concept Learning for Intrusion Event Aggregation in Realtime (CLEAR) [1]

• CLEAR aggregates alerts in near-real time
• Groups successive alerts with stationary Inter Arrival Times (IATs)

• Builds and leverages temporal “concepts” for aggregation

[1] “Near Real-time Intrusion Alert Aggregation Using Concept-based Learning,” CF ‘21,

How can we dig deeper into these 
Groups of temporally similar alerts?
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• Process database of sequences (SDB) of events to extract patterns and rules

• Techniques have been applied to cyber alerts in research [2]
• Single adversarial IP used for individual sequences

• Required offline processing, potentially high overheads [3]

• CLEAR aggregates are ideal candidates for sequencing
• Each captures a stationary temporal “action”

• Focusing mining on specific and rare “critical” alerts can drastically reduce overhead
• Constrained SDB 

Pattern Mining Cyber Alerts

[2] “An incremental frequent structure mining framework for real-time alert correlation,” Computers and Security, vol. 28
[3] “On the sequential pattern and rule mining in the analysis of cyber security alerts,” ICARS ‘17
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Concept Learning for Intrusion Event Aggregation in Realtime with 
Rare Co-Occurring Alert Signature Discovery (CLEAR-ROAD)
• Two-Step Approach: 
• CLEAR Learns & maintains unique, 

invariant temporal arrival patterns as 
“Concepts” 
• In NRT from incoming alerts

• Captures individual ``actions” or 
“Aggregates” using concept statistics

• ROAD Extracts “Co-Occurring 
Signatures” from Aggregates
• Leverages pattern mining techniques
• Sequence alert signatures using aggregates

• Constrains sequence data base (SDB) to 
reduce computational overhead

• Finds rules that exhibit statistical likelihood 
for signature co-occurrence
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• Frequent sequences are extracted from SDB based on support threshold

• Association rules can be mined from frequent sequences

• Lift measures the probability of occurrence between rule parts
• Lift > 1 indicates statistical correlation in rule occurrence

Finding Co-Occurring Signatures
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• Critical signatures account for very small amount of alerts

• Processing all sequences would induce unnecessary overhead
• Sequences with critical signature would never be “frequent”

• Limiting SDB to only include sequences with critical signatures drastically reduce size
• Improves performance by 90+% in majority of cases

Constrained SDB Construction
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• 2018 National Collegiate Penetration Testing Competition (CPTC)
• Eight teams provided with identical but independent networks

• Real World SOC Operation
• 1 Week of Operation (August 1-8 2020)

• Suricata used to generate alerts
• Signatures mapped to various attack stages

• Five attack stages defined as critical 
• Based on discussions with real world SOC analysts

• Arbitrary code execution, brute force creds, command & control, data exfiltration and privilege escalation 

Experimental Datasets
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Quantitative Summary

• 62.8% of critical signatures found 1+ co-occurring signature (co-sig)
• Most had 1+ co-sig that regularly was found co-occurring

• Many Command & Control signatures saw the same co-occurring signature in both datasets
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Summary Results for Select Signatures

• Critical signatures are very rare in both datasets

• CPTC aggregates saw higher number of unique signatures

• RSOC timing is much higher, live network v. closed environment of CPTC
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Case Study 1 - CodeRed

• CodeRed was found in multiple temporal patterns by CLEAR

• Each temporal action corresponded to unique co-occurring signatures

Figure 4. KS-Test Illustration 

Multiple temporal patterns found that contain
“GPL EXPLOIT CodeRed v2 root.exe access”

Co-Occurrence is 
unique to the 2 
temporal 
“modes” found 
by CLEAR
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Case Study 2 – ColdFusion

• Found in both datasets with the same co-occurring signatures

• # of appearances highlights the discrepancy in dataset size
• CFADMN is equally rare in both datasets (%)
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• CLEAR-ROAD can quickly process massive numbers of alerts and provide beneficial insight to 
analysts

• Temporal occurrence relationships across cyber alert signatures can be extracted
• With no external training, in near-real time

• Unique temporal patterns can reflect unique relationships

• In some cases, these relationships persist across networks
• Timing and frequency may be affected due to network differences

Conclusion
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Comments, Ideas, & Questions


