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Research Goals

Existing machine learning based approaches to malware detection have 
not yet leveraged uncertainty in a systematic manner. 

Cyber security intrinsically requires operating under uncertain 
conditions, so uncertainty should not be ignored. 
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Why can’t we just use the softmax output 
probabilities? [0.99, 0.01]

[0.01, 0.99]
[0.60, 0.40]
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The Quantification of Uncertainty

Epistemic Uncertainty

Uncertainty due to a lack of 
similar data.

If you had more cat/dog 
training images focused on 
tails, this would be easier.

Aleatoric Uncertainty 

Inherently confusing because both classes are 
present. 

Suppose a cat/dog classifier trained on zoomed out images of dogs and cats...
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Bayes Rule in the context of ML

𝑃 𝜃 𝐷,𝑀 =
𝑃 𝐷 𝜃,𝑀 𝑃(𝜃|𝑀)

𝑃(𝐷|𝑀)
Model Parameters Data

Posterior belief about model 
parameters given the data.

Prior belief about 
model parameters.

Likelihood of the 
data given the 
model parameters.

Likelihood of the data given the model class, 
with model parameters having been integrated 
out.  Useful for model comparison.

Model Class
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Bayesian inference operates on distributions 
to capture beliefs and uncertainty. 

Blundell, C., Cornebise, J., Kavukcuoglu, K. and Wierstra, D., 2015. Weight 
uncertainty in neural networks. arXiv preprint arXiv:1505.05424.

Point estimates.

The proper 
quantification of 
uncertainty 
using 
distributions.
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Usually you begin by selecting a model class. Then, suppose you were 
asked to draw what you think the right model is, without observing any 
data…

Image from: 
https://en.wikipedia.org/wiki/Gaussian_process 7

https://en.wikipedia.org/wiki/Gaussian_process


Once you start observing data, the possible functions you can draw 
become constrained.

Image from: 
https://en.wikipedia.org/wiki/Gaussian_process

Data Uncertainty is higher 
when far from the data.
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Synergy
Uncertainty + Machine Learning Based Malware Detection
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Model Example: MalConv

https://arxiv.org/pdf/1710.09435.pdf Can we Bayesify MalConv?
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Bayesian Dropout

• Variational inference approach for Bayesian deep learning.
• https://arxiv.org/pdf/1506.02142.pdf
• Probably the easiest method to implement and deploy.
• Essentially, add dropout to all layers, and leave dropout on during 

prediction. A sample is run through the model multiple times to 
generate the predictive distribution.
• Getting well calibrated uncertainties is a bit trickier as dropout 

probabilities need to be tuned: https://arxiv.org/pdf/1705.07832.pdf
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https://www.cs.toronto.edu/~hinton/absps/JMLRdropout.pdf

Dropout
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Bayesian MalConv (MalBayes)

MalBayes

Dropout as a Bayesian 
ApproximationMalConv
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Alternatively, we can ensemble…
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Leveraging Uncertainty for Improved 
Static Malware Detection Under 
Extreme False Positive Constraints
Workshop on Adaptive Cyber Defense at IJCAI 2021.
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Uncertainty on Errors and New AV Classes
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Out of Distribution Data Detection Using 
Dropout Bayesian Neural Networks
AAAI 2022.
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Minimizing compute costs: 
When should we run more 
expensive analysis?
CAMLIS 2022.
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Can we optimize the decision process?

Automated 
Static Analysis

Automated 
Dynamic Analysis

Human Analysis

I think this file may 
have some interesting 
behavior…
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20

CAPA Rules



21

Predicting CAPA Outputs
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How much expensive CAPA analysis do we need?



Can we optimize the decision process?

Automated 
Static Analysis

Automated 
Dynamic Analysis

Human Analysis

I’m not sure….
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Bayesian MalConv with sampling: 0.02 seconds per file 
EMBER Feature extraction: 0.09 seconds per file 
CAPA feature extraction: 45.75 seconds per file
Running dynamic analysis: 526 seconds per file

Running Bayesian MalConv on a file is over 26,300 times faster than running dynamic analysis!



Can we optimize the decision process?

Automated 
Static Analysis

Automated 
Dynamic Analysis

Human Analysis

I’m not sure and I think the Dynamic 
Analysis model will do well….

24



25

MalConv -> Dynamic



Thanks!
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